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Except for the most electronically challenged, everyone uses computers.  More than half of American households have home computers and over a half of those have internet access.  Every educator has access to a computer and the internet at school or the district office.  The educational opportunities available through the internet are boundless.  Unfortunately, so are the opportunities for mischief.  Each year dozens of educators are disciplined and lose their license because they misused their district’s computer.  Some educators lose their license because they misuse their home computer.

Here are examples of dumb things educators do:  one teacher emailed another teacher in the building giving his opinion about the missing intelligence of the building principal.  The second teacher simply forwarded the email to all of the teachers in the building.  Guess who received a copy.   Another teacher emailed some of her colleagues a satirical statement about certain students they were having trouble with.  The email somehow made it to one of the students who complained to her parents who complained to the superintendent.  These are not isolated examples of problems computers can create.
Worse, educators who access restricted sites are very likely to end up in trouble.  Every district has an acceptable use policy all educators are required to sign.  The policy generally states that the undersigned will not access pornographic and other inappropriate sites.
The first subject I want to talk to you about is how the memory part of your computer and the District’s server work.

Most computers have enough memory to store the information contained in an entire encyclopedia.  Some computers have enough memory to hold an entire library.  When you enter a document in your computer’s memory, there’s a good chance it will always be there, even after you delete it!  A revised document is another document.  The first still exists in the computer’s memory.  When you save a document, information is recorded on your hard drive in the form of little pluses and minuses.  These pluses and minuses are organized into bits and bytes that form letters of the alphabet, numbers, designs and pictures.  The computer (technically a computer program) organizes the information under the name of a document so the operator can retrieve it.  The computer inserts information at the front of the information and at the end of the information so you can find the document and so it will not be overwritten.  When you delete a document, the information beginning and ending the document is deleted, but the part between remains.  The computer can write over this information if it needs too.  Now here’s the interesting part: because computers have so much memory, the chances that the document will be overwritten are slim.  In fact, even given heavy use, only parts of the document are likely to be overwritten.  The other parts can be retrieved by computer-wise individuals usually called IT guys.
When a computer user accesses the district’s server, the server records the identity of the computer.  Most districts also require a password assigned to a particular user.  When the district’s server is accessed by a recognized computer, the server  records the access and each site accessed by the computer.  Thousands, if not hundreds of thousands, of sites are recorded.  Every district directs its IT guys to review sites accessed by district computers.  But they do not do that by looking at every site accessed.  They do it with a program that specifically looks for certain words and records who is accessing those sites.  Some words and therefore sites are blocked, but the attempt to access the site is recorded.  I’m sure everyone here can think of words and sites that are blocked.
One biology teacher was doing research on “breast cancer.”  Well, was he surprised about what popped up.  Now here’s the problem.  Most sex sites have loops in them.  That means the site will automatically transfer the computer from site to site.  Each site is a “hit” on the district’s server.  Most sites also have pop-ups very much like the advertisements you see when you access Yahoo or Google.  Each of these is also a site that may be recorded on the district’s server.  But back to loops.  Some loops do not let you exit the program except by turning off the computer.  An attempt to exit the program or hit “Control-Alt-Delete” will not exit the program.  Failing to turn off the computer may result in thousands of hits on sex sites!  Even after exiting the site, a pop-up may have been installed on your computer that will pop-up during legitimate use.  All of this is recorded on the district’s server and perhaps in the computer’s memory.  One teacher was viewing sex sites, but not downloading the pictures—or so he thought.  For some reason, some of the pictures were recorded in the computer’s memory.

When the district scans its server for questionable accesses, the program used will find the highest users of those sites.  Once the IT guy has a print-out of the person accessing those sites, he/she will determine whether the site was accessed accidentally or whether there is a systematic attempt to access those sites.  If the IT guy decides that the access is a pattern, he/she will access the sites him/herself.  The chances are he/she will see the same information the computer user viewed.  If it’s pornographic or inappropriate, the information is taken to the district office and the user is in trouble.
Now some computer users may think they are safe simply inserting a disk to watch.  They’re not.  Remember that thing about memory.  The computer records some if not all of the information contained on the disk.  Some teachers know that the hard drive has information on it, but they think it can be removed either by deleting it or, a more sophisticated approach, by scrubbing the disk with a program.  Some think reformatting the disk will remove the information.  Too often, the effort doesn’t work.  Scrubbing programs only remove some of the information.  Reformatting the disk removes much of the information, but not all.  Scrubbing and reformatting a hard drive also raise the suspicion that the computer user was hiding something.
This is what we recommend:  First, don’t send emails you wouldn’t want everyone to read.  Second, don’t access inappropriate sites from your school computer.  Third, because everybody will sooner or later access a questionable site, exit the site as quickly as possible and inform your supervisor that you accidentally accessed a questionable site.  Remember, unless there is a pattern of access, most IT guys and school administrators will not be concerned about an occasional hit on a questionable site.

And just a word about home computers: several teachers have thought it okay to access certain sites on their home computer.  They think it’s none of the district’s business what they watch in the privacy of their own home.  Mostly, that’s right.  And unless it’s unlawful use of the computer, the Utah Professional Practices Commission doesn’t pay a lot of attention to private home use.  However, at least two teachers within the past 12 months had their home computers taken by law enforcement officers.  The sites access contained juvenile pornography.  That’s illegal use of the internet and resulted with the teachers being charged with internet crimes.  The law enforcement officers told the district about it and the district told the State Office of Education.  That got the attention of the local school district and the UPPAC.  
BE CAREFUL HOW YOU USE THE INTERNET!
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